
2021 Cybersecurity 
Danger Zones

Unintended insider breaches
Top 5 drivers: social engineering, fear exploitation, 
whaling, thread hijacking, spear phishing

Attacks targeting specific industries
Top 5 verticals targeted: critical infrastructure, 
healthcare, pharmaceuticals / life sciences, car 
manufacturing, industrial IoT

Ransomware: the hacker tool of choice
Top trends: Ransomware-as-a-Service, 
human-operated ransomware, double extortion 
ransomware

The COVID legacy
Top 5 gaps: home networks, VPN vulnerabilities, 
remote access inefficiencies, consumer IoT devices, 
COVID fatigue


